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Motivation

• Fraud detection: detecting anomalies in 
a large, unlabeled dataset

• Hyperparameters need to be 
optimized

• Solution to mitigate lack of labels for 
validation and HP optimization:

Multi-Agent-based data generation 
including labels
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https://legacy.acfe.com/report-to-the-nations/2022/



• Occupational Fraud Detection

• ERP Data simulation through Multi-Agent Systems (MAS)

• Fraud Detection with MAS Data

• Data Generation

• Experiments

Agenda

22.09.2023 Occupational Fraud Detection through Agent-based Data Generation 3



Occupational Fraud Detection
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Occupational fraud is formally defined as the use of one’s 

occupation for personal enrichment through the deliberate 

misuse or misapplication of the employing organization’s 

resources or assets. 

– ACFE 2022
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• Asset missappropriation: Larceny 1

Example case
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• Asset missappropriation: Larceny 1

Example case
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Data availability

• No real company datasets public

• Especially no real fraud cases

Expensive labeling 

• No labeled real data available

• Requires auditing experts

• Fraud cases are rare

• No guarantees for representative datasets

Current Limitations
for Fraud Detection
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Data availability

• No real company datasets public

• Especially no real fraud cases

• Public simulated datasets [Tritscher2022]

• Training simulation in a real ERP system

• Simulated cereal production company run by 
research participants

• Fraud cases committed directly in the ERP 
system

• Machine-learning-ready datasets 

• Using financial accounting tables

• Multiple datasets with 1 fiscal year each

Current Limitations
for Fraud Detection
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Tritscher, Julian, et al. "Open ERP system data for occupational 

fraud detection." arXiv preprint arXiv:2206.04460 (2022).



• Modeling business processes is complex

• User interaction is expensive

• Extension (e.g., by new fraud cases) requires reiteration of the whole 
process

Possible solution: Replace users in this "simulation" with agents

=> Simulation with Multi Agent Systems (MAS)

Synthetic Datasets
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• Existing research that models companies in MAS

• Can model business processes

• Can be extended to include fraud

• This paper

• Model fraud behavior

• MAS for make-to-stock production company

ERP & MAS
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Domínguez, R., Cannella, S., Framinan, J.M.: SCOPE: A Multi-Agent system tool for supply chain network analysis. 

In: IEEE EUROCON 2015 - International Conference on Computer as a Tool (EUROCON). pp. 1–5 (Sep 2015)



• Normal business prototype

ERP & MAS
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• Inserting opportunities for fraud

ERP & MAS
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• Inserting known parameters

• Price trends 
(public databases or interpolated from data)

• Products

• Number of purchases (upper bound)

• Market and business strategy assumptions

• Trend forecasts through Holt-Winters

Data Generation
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Data Generation
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Fraud Detection
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• Train-eval tuning loop on synthetic MAS 
data

• Train on clean MAS data

• Different preprocessing choices

• Different models

• Different hyperparameters

• Select the best options according to MAS 
test set including simulated fraud

• Retrain best combinations on real ERP data 
in unsupervised regime

• i.e., using contaminated data including fraud

• Evaluate on labels of ERP data
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Fraud Detection Results
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• Limitations:

• Proof of concept including only basic economic procedures and fraud cases

• May be extended with new agents and strategies to cope with complexity of real-
world data

• Conclusion

• Framework for detecting occupational fraud in unlabeled ERP data using a multi-
agent system

• MAS-simulated data resembles data characteristics of real data or given economic 
trends

• This approach allows preprocessing, model and hyperparameter selection without 
the need of labeled validation data

Limitations and Conclusion
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• Conclusion

• Framework for detecting occupational fraud in unlabeled ERP data using a multi-
agent system

• MAS-simulated data resembles data characteristics of real data or given economic 
trends

• This approach allows preprocessing, model and hyperparameter selection without 
the need of labeled validation data

Links and Conclusion
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ContactERPSim data MAS Code

https://professor-x.de

/erp-fraud-data

https://professor-x.de

/erp-fraud-mas
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